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Abstract

The rapid advancement of generative artificial intelligence (AI) has introduced both opportunities and challenges in the
fight against misinformation. This scoping review synthesizes recent empirical studies to explore the dual role of generative
Al—particularly large language models (LLMs)—in the generation, detection, mitigation, and impact of misinformation.
Analyzing 24 empirical studies, our review suggests that LLMs can generate highly convincing misinformation, often exploit-
ing cognitive biases and ideological leanings of the audiences, while also demonstrating the ability to detect false claims and
enhance users’ resistance to misinformation. Mitigation efforts show mixed results, with personalized corrections proving
effective but safeguards inconsistently applied. Additionally, exposure to Al-generated misinformation was found to reduce
trust and influence decision-making. This review underscores the need for standardized evaluation metrics, interdisciplinary
collaboration, and stronger regulatory measures to ensure the responsible use of generative Al in the information ecosystem.
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1 Introduction

In recent years, the proliferation of misinformation has
emerged as one of the most pressing challenges facing con-
temporary society (Lewandowsky 2023; Swire-Thompson
and Lazer 2020). While definitions vary, misinformation is
broadly understood as false or misleading information shared
without malicious intent (Ireton and Posetti 2018), and, more
broadly, as an umbrella term that includes all forms of false
or misleading information, including fake news, conspiracy
theories, pseudoscience, and propaganda (Ecker et al. 2022).
In the health and science context, misinformation typically
refers to content that contradicts expert consensus (Nan et al.
2023; Swire-Thompson and Lazer 2020; Vraga and Bode
2020). Its societal impact is particularly acute in domains
such as health, where it has been linked to vaccine hesitancy,
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resistance to public health measures, and confusion during
crises like the COVID-19 pandemic (Nan et al. 2022a).

Compounding this challenge is the rise of generative arti-
ficial intelligence (Al), a rapidly evolving class of technolo-
gies capable of producing coherent, human-like text, images,
audios, and videos. Powered by large language models
(LLMs) such as OpenAI’s GPT series and Google’s Bard,
generative Al systems now function not merely as informa-
tion retrieval tools but as autonomous content creators (Cas-
cella et al. 2023). Their fluency, scale, and adaptability offer
unprecedented opportunities—and risks—for how informa-
tion is generated, consumed, and trusted. While generative
Al holds promise for combating misinformation through
tools for detection and correction, it also introduces new
vectors for harm. One critical concern is the phenomenon
of Al “hallucinations”—instances where LLMs confidently
produce factually inaccurate responses (Bandara 2024).
Such content, when delivered with persuasive language and
without disclaimers, can mislead users who interpret Al out-
puts as authoritative or objective, a tendency rooted in the
“machine heuristic” (Sundar 2008). Moreover, generative
Al may be intentionally exploited by bad actors to fabricate
convincing disinformation, synthetic media, or counterfeit
scientific reports (Kim et al. 2024).
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Despite growing interest in the intersection of Al and
misinformation, research remains fragmented, with studies
focusing on disparate applications, models, and contexts.
Existing reviews often emphasize health or political mis-
information broadly, without systematically examining the
unique implications introduced by generative Al (Pérez-
Escolar et al. 2023). To address this gap, this scoping review
synthesizes recent empirical studies on the role of genera-
tive Al in the generation, detection, mitigation, and impact
of misinformation. By charting how generative Al such as
LLMs both exacerbate and alleviate misinformation chal-
lenges, this review provides a comprehensive overview of
the technological, psychological, and ethical dimensions of
Al-mediated communication. In doing so, it offers a foun-
dational understanding for scholars, practitioners, and poli-
cymakers seeking to navigate the double-edged nature of
generative Al in today’s complex information ecosystem.

2 Conceptual background
2.1 An overview of misinformation research

Over the past decade, misinformation has become a critical
concern in communication research, particularly as digital
platforms facilitate the rapid dissemination of false or mis-
leading content (Del Vicario et al. 2016; Muhammed and
Mathew 2022; Nan et al. 2022b; Suarez-Lledo and Alva-
rez-Galvez 2021; Wang et al. 2019). Misinformation poses
significant challenges across multiple domains, threatening
democratic processes (e.g., Lewandowsky 2023; Walter and
Tukachinsky 2020), increasing false beliefs (Schmid et al.
2023), eroding public trust (e.g., Di Domenico and Ding
2023; Ecker et al. 2024; Ognyanova et al. 2020), and under-
mining informed health decision-making such as vaccination
(e.g.,Nan et al. 2023; Neely et al. 2022; Swire-Thompson and
Lazer 2020; Zimmerman et al. 2023). In response, scholars
have examined a range of misinformation interventions in
recent years. One widely studied approach involves debunk-
ing, which provides corrections after exposure to misinfor-
mation, can reduce belief in misinformation, but its efficacy
depends on cognitive elaboration and worldview alignment
(Chan et al. 2017; Walter and Tukachinsky 2020). Psycho-
logical inoculation or prebunking, which offers preemptive
warnings and refutations, has also shown promise in build-
ing resistance to misinformation (Van der Linden et al. 2017,
Traberg et al. 2022).

While misinformation research has advanced our under-
standing of misinformation and its mitigation and impact,
the rapid evolution of technology has introduced new chal-
lenges. The emergence of generative Al has transformed the
misinformation landscape, enabling the creation of highly
realistic fake content at an unprecedented scale. Unlike
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previous forms of misinformation that relied on human
manipulation, Al systems can now generate convincing
text, images, and videos that blur the line between fact and
fiction. This shift raises critical concerns about the genera-
tion and psychological impact of Al-generated misinforma-
tion and about the potential to leverage generative Al for
detecting and mitigating false content. Further research into
misinformation within the context of generative Al is cru-
cial for understanding the evolving dynamics of Al-driven
misinformation.

2.2 Generative Al and misinformation

Generative Al refers to the type of Al capable of generating
new, creative content such as text, images, audio, or videos
from training data (Aydin and Karaarslan 2023). Unlike ear-
lier forms of Al, generative Al systems can autonomously
produce human-like outputs from input prompts, powered
by LLMs, deep learning models pre-trained on a vast corpus
of textual data to predict and generate coherent language
(Cascella et al. 2023). These systems mark not just a techni-
cal evolution but a paradigmatic shift in the communication
landscape. Unlike traditional search engines, which require
users to navigate multiple sources to locate information,
LLMs offer direct, synthesized responses tailored to user
prompts (Zhou and Li 2024). Their persuasive, context-
sensitive fluency positions them as influential agents in
shaping public discourse and knowledge production, raising
urgent questions about their role in amplifying or mitigating
misinformation.

A major concern is hallucinations, where LLMs fabricate
plausible but false information (Bandara 2024; Kamel 2024;
Monteith et al. 2024; Sun et al. 2024). Hallucinations often
arise from training data gaps and probabilistic predictions
(Athaluri et al. 2023; Kamel 2024). Compounding the risk,
users often perceive Al outputs as objective and credible,
reflecting the “machine heuristic” (Monteith et al. 2024;
Sundar 2008). This tendency makes hallucinated content,
especially concerning, as it may be uncritically accepted as
fact. Intentional misuse of generative Al presents a distinct
and equally concerning challenge. The term “deepfake,”
once narrowly associated with face-swapping technology,
now encompasses a wide range of Al-generated media,
including voice imitation and synthetic videos (Tolosana
et al. 2020; Verdoliva 2020). These highly realistic fabrica-
tions have been increasingly used in disinformation cam-
paigns, particularly targeting political figures (Westerlund
2019), raising concerns about their impact on public percep-
tion and trust (Dobber et al. 2021; Vaccari and Chadwick
2020; Verma 2024). The ease of creating convincing deep-
fakes, removing the barrier of technical expertise, further
amplifies the threat (Romero Moreno 2024).
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At the same time, generative Al offers opportunities
for misinformation detection and mitigation. LLMs pos-
sess strong reasoning ability (Huang and Chang 2022) and
can verify factual errors based on extensive pretrained data
(Augenstein et al. 2024; Kuznetsova et al. 2025). For exam-
ple, Kuznetsova et al. (2025) conducted a comparative study
to evaluate the effectiveness of ChatGPT and Bing Chat in
assessing the veracity of political information in multiple
languages, with ChatGPT achieving over 81% accuracy in
classifying conspiracy theories. Recent experiments have
also shown that conversational generative Al fact-checking
can yield positive outcomes (e.g., Costello et al. 2024; Lu
2025).

Despite these emerging insights, there is a lack of syn-
thesized evidence that comprehensively maps the evolving
functions and implications of generative Al in the context
of misinformation. Thus, this scoping review seeks to sys-
tematically examine the role of generative Al in the genera-
tion, detection, mitigation, and impact of misinformation.
By synthesizing recent empirical studies, the review offers

a comprehensive overview of the ways generative Al both
exacerbates and addresses pressing misinformation chal-
lenges, highlighting the risks it poses as well as the oppor-
tunities it affords.

3 Method

This scoping review followed the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses Extension for
Scoping Reviews (PRISMA-ScR) guidelines (Tricco et al.
2018) to ensure a structured and transparent methodology.
Figure 1 presents a PRISMA flow diagram, illustrating the
step-by-step process of searching, screening, and including
studies in the final review.

3.1 Search strategy

Given the interdisciplinary nature of the research areas, we
used Google Scholar for literature search. Google Scholar
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offers broad and rapid indexing across a wide range of disci-
plines, including computer science, communication, public
health, and the social sciences—fields highly relevant to our
review. This breadth allows for the inclusion of the most
recent and often-cited studies, which is essential in fast-
evolving domains like generative Al and misinformation.
Our search covered articles published from January 2018 to
September 19, 2024, aligning with the introduction of the
first-generation GPT models. To capture relevant studies,
we combined terms related to generative Al (e.g., “large
language model,” “LLM,” “GPT,” “ChatGPT,” “generative
AT”) and misinformation (e.g., “misinformation,” “disinfor-
mation,” “fake news,” “propaganda”), using Boolean AND
operators. For each search query, the first 100 results were
retained for further screening, following the protocols of
previous research (Noar et al. 2016).

3.2 Screening process

We screened each article identified in the literature search
and the study or studies reported in each article. The selec-
tion process was conducted in two stages: (1) title and
abstract screening and (2) full-text review. One author con-
ducted the initial title and abstract screening. Then the two
authors independently conducted full-text screening. Studies
were screened based on predefined inclusion and exclusion
criteria. Both title/abstract and full text screening relied on
the following inclusion/exclusion criteria. To be included,
studies must be empirical, meaning they report original data
rather than theoretical or conceptual discussions. The stud-
ies also had to examine at least one of the following areas:
the capacity of generative Al such as LLMs to create mis-
information, their capacity to detect or correct misinforma-
tion, or the effects of Al-generated misinformation on audi-
ences. Additionally, studies addressing one or more of the
four topics must focus on publicly available generative Al
models, including LLMs such as ChatGPT series or Google
Bard, rather than highly fine-tuned models or software that
are built on current AI models. Furthermore, to ensure the
methodological rigor of included studies, only peer-reviewed
journal articles or conference proceedings were retained, and
both quantitative and qualitative research approaches were
considered. Finally, all included studies had to be published
in English.

3.3 Coding process

To ensure a systematic and reliable approach to data extrac-
tion, a codebook was developed through iterative pilot
coding and discussion. This process aimed to refine the
variables, definitions, and coding criteria, ensuring that all
coders applied the codes consistently across studies. Both
authors independently coded a subset of the dataset using
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the initial version of the codebook. After this initial round
of coding, discrepancies were identified and reviewed col-
laboratively. These discussions led to refinements in the
codebook’s structure to improve alignment between coders.
Both authors then coded all studies independently based on
the refined codebook.

To assess intercoder reliability, we calculated agreement
metrics across all key variables. For most variables, includ-
ing Country of Authors, LLM Type, Context, Key Results,
and Conclusions/Implications, coders demonstrated 100%
agreement (k=1.00). Minor wording differences were
resolved via consensus discussions, with no substantive
disagreements requiring adjudication. For the variable Study
Type, the initial agreement was 81.25% with a Cohen’s
kappa (k) ranging from 0.60 to 1.00, with an average kappa
of 0.822, indicating substantial agreement. For Evaluation
Method, agreement was 75% with k=0.50, reflecting moder-
ate agreement. To address discrepancies, the coders jointly
reviewed and discussed all mismatched cases until consen-
sus was reached. All remaining discrepancies were resolved
through consensus-based adjudication to ensure consistency
in the final dataset. The complete codebook, including varia-
ble names, definitions, coding categories, and instructions, is
presented in Supplementary Table S1. Each publication was
documented with its authors, year of publication, publication
outlet, and country of origin. Studies were then categorized
based on the primary research focus into one or more of the
following categories: (1) Al generation of misinformation,
(2) Al detection of misinformation, (3) Al-driven mitigation
strategies to counter misinformation, (4) impact of Al-gen-
erated misinformation on users, and (5) other. The evalua-
tion methods employed in each study to assess Al capacity
were classified into three categories: (1) human evaluation,
where experts or raters directly assessed Al outputs; (2)
human experiments, where studies examined the effects of
user interactions with generative Al; and (3) other methods,
such as comparisons with fact-checked datasets or external
data to measure accuracy and reliability of Al outputs. The
type of generative Al analyzed and the context of misinfor-
mation addressed in each study, such as health, politics, or
other relevant areas, were recorded as well.

4 Results
4.1 Study selection

A total of 2000 records were identified through Google
Scholar. Before screening, 1026 duplicate records were
identified and removed, leaving 974 unique articles for title
and abstract screening. At this stage, each article underwent
an initial review and its relevance based on the predefined
inclusion and exclusion criteria was assessed. Following
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the title and abstract screening, 918 records were excluded,
resulting in 56 full-text articles being evaluated for eligibil-
ity. During this stage, 40 studies were excluded. The primary
reasons for exclusion included a lack of focus on publicly
available generative Al models (28 studies), a lack of direct
examination of generative AI’s role in misinformation (3
studies), and a primary focus on propaganda without explic-
itly addressing misinformation (8 studies). Additionally, one
study was excluded for lacking empirical data. After apply-
ing the inclusion/exclusion criteria, 16 articles were retained
for data extraction and analysis. These articles included 24
empirical studies, each examining various aspects of genera-
tive Al and misinformation, including detection, generation,
mitigation strategies, and impact on audiences.

4.2 Study characteristics

Table 1 presents the characteristics of the 16 articles
included in this scoping review. The 16 articles included
in the review were published between 2023 and 2024, with
nine articles published in 2023 and seven in 2024. Figure 2
presents the geographic distribution of studies by country.
Based on the first author’s affiliation, most articles origi-
nated from North America and Europe. Across 16 articles,
the United States (n=4) had the highest representation, fol-
lowed by Italy (n=2), Switzerland (n=2), and Australia
(n=2). Other articles included authors from South Africa,
Spain, Poland, China, India, and South Korea. Several arti-
cles involved international collaboration (n=7), with co-
authors representing diverse institutional affiliations.
Figure 3 illustrates the distribution of study character-
istics in evaluation methods, study focus, and the types of
generatiev Al models. The 24 studies examined generation
(n=10), detection (n=6), mitigation (n=4), and impact
(n=7), with some studies spanning multiple categories.
Across the 24 studies, human experiments were employed
in ten studies (e.g., Gabriel et al. 2024; Kim et al. 2023),
where participants evaluated Al-generated content or were
exposed to Al message interventions. Human evaluation was
also used to assess Al outputs (n=38), with expert raters
comparing Al-generated responses to factual information
or established benchmarks (e.g., Deiana et al. 2023; Menz
et al. 2024). In two studies, human evaluation was combined
with computational methods (Sparks et al. 2024; Wang et al.
2023). Others relied solely on computational comparisons
with fact-checked datasets (Kumar et al. 2024, Studyl-
2; Santangeli et al. 2024; Wecel et al. 2023). Among the
generative Al models, ChatGPT was the most commonly
studied (n=27), followed by Google Bard (n=4), Perplex-
ity Al (n=2), and Microsoft Bing Chat (n=2), with some
studies spanning multiple models (e.g., Garbarino and Bra-
gazzi 2024; Kumar et al. 2024). Regarding the study topic,
health misinformation was the most frequently studied

(n=6), including vaccination (Deiana et al. 2023), abortion
(McMahon and McMahon 2024), COVID-19 (Wang et al.
2023), and other health topics (Menz et al. 2024; Garba-
rino and Bragazzi 2024; Sparks et al. 2024). Political and
conspiracy misinformation was another key focus (n=35),
including false news and conspiracy theories (Gabriel et al.
2024), Russian-Ukraine war (Makhortykh et al. 2024), and
South African conspiracy theories (Senekal and Brokensha
2023). Other domains included science (Spitale et al. 2023),
wildlife (Santangeli et al. 2024), and travel (Kim et al. 2023,
Studies 1-5). Some studies examined multiple domains,
including politics, health, economics, science, religion, ethi-
cal dilemmas, and pseudoscience (Kim et al. 2024; Kumar
et al. 2024; Wecel et al. 2023).

4.3 Main findings
4.3.1 Misinformation generation via generative Al

A total of ten studies (Gabriel et al. 2024, Study 3; Kim
et al. 2024; Kumar et al. 2024, Study 2; Makhortykh et al.
2024; Mclntosh et al. 2023; McMahon and McMahon 2024,
Menz et al. 2024; Senekal and Brokensha 2023; Sparks et al.
2024; Wang et al. 2023) examined the capacity of LLMs to
generate misinformation across political, health, and gen-
eral misinformation domains. Several studies highlighted
the deceptiveness of Al-generated misinformation. Gabriel
et al. (2024, Study 3) examined ChatGPT-4.0’s capacity to
generate personalized misinformation. They prompted Chat-
GPT-4.0 to create false news headlines based on common
conspiracy theories, such as vaccine and flat Earth narra-
tives, and tailored the language to participants’ demographic
profiles such as age, education, political ideology, race, and
gender. They found that ChatGPT-4.0-generated personal-
ized misinformation was difficult to detect, especially when
aligned with participants’ demographics.

Similarly, Kim et al. (2024) showed how generative Al
can convincingly manipulate numerical, textual, and visual
data. ChatGPT-4.0 was able to manipulate numerical data-
sets to achieve statistically or clinically significant outcomes,
adjust interdependent economic indicators based on fabri-
cated inputs, and alter the sentiment and content of interview
transcripts while maintaining stylistic consistency. Adobe
Firefly, a visual generative model, successfully inserted
visual fabrications, such as inserting liquid water into a
Mars rover image. The study also identified methods for
bypassing built-in safeguards through prompt engineering
and iterative refinement, underscoring ethical vulnerabilities
in data-driven misinformation. Kumar et al. (2024, Study 2)
examined the linguistic characteristics of LLM-generated
misinformation, focusing on how ChatGPT-3.5 distorts news
content. Compared to authentic news and human-generated
misinformation, LLM-generated misinformation exhibited
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Table 1 Study characteristics

#  Author (year) Study topic Country Study focus Evaluation method Generative Al model
1 Deiana et al. (2023)  Health Italy, Switzerland Detection Human evaluation ChatGPT-3.5, Chat-
GPT-4.0
2 Gabriel et al. (2024)  Politics, conspiracy ~ USA Mitigation Human experiment ~ ChatGPT-4.0
Study 1 theories
3 Gabriel et al. (2024)  Politics, conspiracy ~ USA Mitigation Human experiment ~ ChatGPT-4.0
Study 2 theories
4 Gabriel et al. (2024)  Politics, conspiracy ~ USA Generation Human experiment ~ ChatGPT-4.0
Study 3 theories
5  Garbarino and Bra- Health Italy, Canada Detection Human evaluation ChatGPT-4.0, Google
gazzi (2024) Bard
6 Kim et al. (2023) Travel Korea, New Zealand, Impact Human experiment ~ ChatGPT-3.0
study 1 China, Japan, USA
7  Kimetal. (2023) Travel Korea, New Zealand, Impact Human experiment ~ ChatGPT-3.5
study 2A China, Japan, USA
8 Kim et al. (2023) Travel Korea, New Zealand, Impact Human experiment ChatGPT-3.5
study 2B China, Japan, USA
9 Kimetal. (2023) Travel Korea, New Zealand, Impact Human experiment ~ ChatGPT-3.0
study 3 China, Japan, USA
10 Kim et al. (2023) Travel Korea, New Zealand, Impact Human experiment ~ ChatGPT-3.0
study 4 China, Japan, USA
11 Kim et al. (2023) Travel Korea, New Zealand, Impact Human experiment ChatGPT-3.0
study 5 China, Japan, USA
12 Kim et al. (2024) Multiple domains USA Generation Human evaluation Adobe Firefly (visual
gen-Al), Chat-
GPT-4.0
13 Kumar et al. (2024)  Multiple domains India, Austria Detection Other ChatGPT-3.5, FLAN-
study 1 T5, GPT-BLOOM,
GPT-Neo
14 Kumar et al. (2024)  Multiple domains India, Austria Generation Other ChatGPT-3.5
study 2
15 Makhortykh et al. Russia-Ukraine War ~ Switzerland, Ger- Generation, Mitiga-  Human evaluation Google Bard, Micro-
(2024) many tion soft Bing, Perplexity
16 Mclntosh et al. Multiple domains Australia Generation Human evaluation ChatGPT-3.5, Chat-
(2023) GPT-4.0, Google
Bard, Perplexity,
TruthGPT
17 McMahon and Health USA Generation Human evaluation ChatGPT-3.5
McMahon (2024)
18 Menz et al. (2024) Health Australia, USA, Generation, Mitiga-  Human evaluation ChatGPT-4.0, Copilot,
Canada, UK tion Google Bard, Hug-
gingChat, Poe
19 Santangeli et al. Wildlife Spain, South Africa, Detection Other ChatGPT-3.5, Chat-
(2024) Italy, Argentina GPT-4.0, Microsoft
Bing
20 Senekal and Broken- Conspiracy theories ~ South Africa Detection, Genera- Human evaluation ChatGPT (version not
sha (2023) tion specified)
21 Sparksetal. (2024)  Health USA Generation Human evaluation, ChatGPT-3.5
Other
22 Spitale et al. (2023)  Science Switzerland Impact Human experiment  ChatGPT-3.0
23 Wang et al. (2023) Health China Generation Human evaluation, ChatGPT-3.5, Chat-
Other GPT-4.0
24 Wecel et al. (2023) Multiple domains Poland Detection Other ChatGPT-3.5
@ Springer
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higher concreteness, lower abstractness, and reduced named
entity density (i.e., fewer references to specific people,
organizations, or places relative to word count). These pat-
terns were consistent across different prompting strategies
and source texts.

Several studies highlighted the risks of LLM-generated
misinformation in high-stakes contexts, revealing inconsist-
ent reliability and a tendency to reproduce or amplify false
narratives. Makhortykh et al. (2024) investigated the poten-
tial of generative Al to generate and reinforce geopolitical
misinformation, with a focus on Russian disinformation nar-
ratives concerning the war in Ukraine. The study found that
more than 25% of responses failed to meet expert-verified
standards, often reproducing false or misleading claims
without adequate disclaimers or corrective context across
three widely used generative Al systems (Google Bard, Bing
Chat, and Perplexity Al). In the health domain, McMahon
and McMahon (2024) identified significant misinformation
from ChatGPT regarding self-managed abortion, notably
overstating risks and contradicting established medical
guidelines. Sparks et al. (2024) reported that although Chat-
GPT responses about orthopedic conditions were generally
accurate, they lacked detailed responses regarding orthope-
dic conditions. Wang et al. (2023) showed that ChatGPT-3.5
and 4.0 generated moderately accurate COVID-19 content,
but notable gaps remained compared to official sources like
the World Health Organization (WHO).

Mclntosh et al. (2023) developed a Culturally Sensitive
Test to evaluate five LLMs—ChatGPT-3.5, ChatGPT-4.0,
Google Bard, Perplexity Al, and TruthGPT—to generate
hallucinated or false content across 70 prompts spanning
seven contentious domains, including politics, ethics, pseu-
doscience, health, and social norms. The study found that
LLMs were significantly more likely to generate hallucinated

Count

or incoherent responses in politically and culturally sensi-
tive domains compared to health or scientific topics. This
context-dependent pattern of output suggests that misinfor-
mation generation is more likely to occur in areas shaped by
cultural subjectivity or moral disagreement, where language
models struggle to anchor their responses to verifiable facts.

Senekal and Brokensha (2023) investigated ChatGPT’s
potential to generate misinformation by examining its
responses to ten South African conspiracy theories. While
ChatGPT did not actively propagate South African conspir-
acy theories and generally produced accurate information, it
reproduced one specific misinformation by falsely claiming
that Hamilton Naki assisted in the world’s first human heart
transplant. This false narrative—originally published by
sources such as the New York Times and the Lancet but later
corrected—was likely present in the model’s training data.
Though unintentional, this response illustrates how LLMs
can generate misinformation when trained on content that
includes uncorrected or outdated narratives from authorita-
tive sources. The study also observed a left-leaning political
bias in ChatGPT’s responses to politically sensitive prompts,
suggesting that LLM-generated content may not only reflect
factual inaccuracies but also ideological imbalances.

Menz et al. (2024) evaluated the ability of five LLMs
to generate health-related misinformation. The study found
that ChatGPT, Google Bard, and HuggingChat consistently
generated cancer misinformation blogs, totaling over 40,000
words across 113 unique outputs, without requiring jail-
breaking. These outputs included fabricated academic cita-
tions, clinician and patient testimonials, and demographic
targeting, demonstrating the LLMs’ capacity for scalable,
tailored misinformation generation. On the other hand,
Claude 2.0 and Copilot were effective in resisting misinfor-
mation prompts, even under jailbreaking attempts. However,
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Copilot later generated misinformation in 12-week follow-up
tests without the need for jailbreak prompts.

4.3.2 Misinformation detection via generative Al

A total of six studies (Deiana et al. 2023; Garbarino and
Bragazzi 2024; Kumar et al. 2024, Study 1; Santangeli et al.
2024; Senekal and Brokensha 2023; Wecel et al. 2023)
investigated the ability of LLMs to detect misinformation
across diverse topics, including health and conspiracy theo-
ries. These studies highlighted both strengths and notable
limitations in Al-driven misinformation detection.

Deiana et al. (2023) evaluated the reliability of Chat-
GPT-3.5 and GPT-4.0 in detecting and addressing misinfor-
mation about vaccines, based on the World Health Organi-
zation’s 11 most common vaccine myths. Both versions
generally provided accurate, comprehensive, and conversa-
tional responses, with GPT-4.0 consistently outperforming
GPT-3.5 in terms of correctness, clarity, and exhaustiveness.
Notably, the average accuracy of responses improved when
questions were presented in sequence, indicating greater
performance when contextual information was preserved.
Despite these promising results, the study underscored the
potential risks of relying on Al-generated health informa-
tion without expert oversight, especially for non-expert users
who may struggle to detect subtle inaccuracies or contextual
gaps. Similarly, Garbarino and Bragazzi (2024) compared
the accuracy of ChatGPT-4.0 and Google Bard in assess-
ing sleep-related misinformation. The study found a mod-
erately strong agreement between ChatGPT-4.0 and Google
Bard evaluations of sleep-related misinformation and expert
assessments. However, the level of alignment varied based
on whether claims were assessed for factual falseness or their
public health significance, underscoring context-dependent
reliability. While Google Bard slightly outperformed Chat-
GPT-4.0 in accurately identifying false claims, ChatGPT-4.0
demonstrated stronger alignment with expert assessments,
particularly in evaluating both the factual falseness and the
public health significance of the myths.

Kumar et al. (2024) focused on evaluating multiple
LLMs—GPT-3.5, GPT-Neo, FLAN-TS, and BLOOM in
detecting misinformation across six benchmark datasets
in Study 1. A key finding was that zero-shot prompting,
where a model is asked to classify misinformation with-
out being shown any examples, generally outperformed
few-shot prompting, which involves providing a small
number of labeled examples beforehand. This counterin-
tuitive result was attributed to the noise and inconsist-
ency that few-shot examples can introduce, which may
confuse the model rather than improve its ability to learn
patterns. Although few-shot learning is typically expected
to enhance model performance by offering task-specific

context, in this case, the examples appeared to introduce
variability and ambiguity that interfered with the models’
reasoning. The study also examined the effect of includ-
ing sentiment and emotional cues—such as labeling news
content with emotions like “anger” or “joy” in datasets,
finding that incorporating these features reduced detection
accuracy, particularly in zero-shot settings.

Santangeli et al. (2024) analyzed LLMs’ ability to
detect fake and sensationalized wildlife news. The study
identified a positive correlation between Al-generated
likelihood risk scores and actual risk levels, indicating
that LLMs can approximate real-world data when eval-
uating animal threats. However, performance varied by
context. Specifically, LLMs exhibited weaker detection
capabilities for misinformation related to human threats
but performed better when assessing misinformation about
livestock attacks. Senekal and Brokensha (2023) evalu-
ated ChatGPT’s capacity in detecting misinformation by
analyzing its responses to ten South African conspiracy
theories. To conduct this evaluation, they first converted
the conspiracy theories into yes or no questions to serve as
prompts, such as: "Did the CIA develop the Human Immu-
nodeficiency Virus (HIV) to kill Africans?". While Chat-
GPT generally provided accurate “no” responses to most
conspiracy theories, correctly rejecting the false claims, it
failed to detect one conspiracy theory. This was likely due
to the presence of the false claim in widely trusted sources
such as the New York Times, the Lancet, and the British
Medical Journal, which are representative of the types of
mainstream sources that inform ChatGPT’s training data.

Wecel et al. (2023) evaluated ChatGPT’s ability to
detect fake news and found significant variability in Chat-
GPT's accuracy in detecting fake news by comparing its
classifications to human fact-checkers’ judgments across
multiple claims. To test the consistency and reliability of
ChatGPT’s outputs, the researchers employed six different
prompt formats, each representing a distinct but semanti-
cally equivalent way of asking the model to evaluate a
claim. These prompt formats varied in tone and structure
from direct questions like “Is this claim true or false?” to
more cautious or evaluative instructions such as “Evalu-
ate the following claim and indicate whether there is suf-
ficient evidence to support it.” Despite all prompts aiming
to elicit the same type of response, the study found that
accuracy to verify claims varied significantly based on
prompt wording, with some formats producing more asser-
tive or more cautious responses. Overall, ChatGPT’s accu-
racy remained low, only slightly better than random guess-
ing, and agreement with human fact-checkers ranged from
slight to fair. Performance was higher for English-language
claims than Polish ones, and claims published before Chat-
GPT’s 2021 training cutoff did not yield improved results.

@ Springer



1510

Al & SOCIETY (2026) 41:1501-1515

4.3.3 Mitigation of Al-generated misinformation

Four studies, published across three articles (Gabriel et al.
2024, Study 1, Study 2; Makhortykh et al. 2024; Menz
et al. 2024), empirically examined the potential of gen-
erative Al to mitigate the impact of Al-generated misin-
formation. Gabriel et al. (2024) present two key studies
investigating the role of generative Al in combating misin-
formation. The first study, conducted in a simulated social
media environment, tests the effectiveness of five non-per-
sonalized interventions in helping users identify false con-
tent: (1) a simple label indicating whether a claim is true
or false, (2) a methodology-based explanation stating that
an Al model verified the claim, (3) a similar methodology-
based explanation attributing verification to human fact-
checkers, (4) a reaction-frame explanation that describes
the intent behind the claim, and (5) a GPT-4-generated
explanation providing a short rationale for the claim’s
veracity. Findings show that explanation-based inter-
ventions outperform label-only approaches, with GPT-4
explanations yielding the highest accuracy improve-
ment (up to 47.6%) and the most significant reduction in
misinformation sharing. The second study examines the
effectiveness of personalized interventions, where GPT-
4-generated explanations are tailored to users’ demograph-
ics (e.g., education level, political ideology, age, and gen-
der). Results indicate that personalized explanations are
rated as more helpful than generic ones, particularly when
well-aligned with users’ attributes. However, misaligned
personalizations reduce effectiveness. Specifically, when
personalization was misaligned—such as an explanation
designed for a liberal-leaning individual being shown to a
conservative user—the intervention’s perceived credibil-
ity decreased, sometimes making users more resistant to
accepting the correction.

Furthermore, Makhortykh et al. (2024) examine how
LLM-powered chatbots handle Russian disinformation
narratives about the war in Ukraine. Using an Al audit
methodology, the researchers manually tested 28 prompts
related to Kremlin-sponsored disinformation by submitting
each prompt four times to each chatbot. They then assessed
chatbot outputs against expert baselines to evaluate accu-
racy, inclusion of disclaimers, and consistency. The find-
ings reveal that more than a quarter of chatbot responses
propagate false or misleading information. Less than half
of the responses acknowledged the Russian perspective on
war-related issues, and when they did, 7 to 40% failed to
debunk Kremlin disinformation. Additionally, the study
highlights a concerning level of inconsistency, where
identical prompts yielded dramatically different chatbot
responses, potentially exposing users to contradictory
information. This variation, attributed to the stochastic
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nature of LLMs, raises concerns about their reliability in
combating misinformation in politically sensitive contexts.

Finally, Menz et al. (2024) evaluate the effectiveness of
safeguards in preventing LLMs from generating health dis-
information. The researchers tested four widely used LLMs
by prompting them to generate misinformation about two
controversial health topics: the claim that sunscreen causes
skin cancer and the assertion that the alkaline diet cures can-
cer. They assessed whether the models could be jailbroken
to bypass safeguards and analyzed the transparency of Al
developers regarding risk mitigation. The findings revealed
that while Claude 2 consistently refused to generate disinfor-
mation even with jailbreaking attempts, other tested LLMs
freely generated 113 unique health disinformation blogs. A
follow-up evaluation 12 weeks later found that safeguards
had weakened, with GPT-4 (via Copilot) beginning to gen-
erate disinformation despite initially blocking such content.
These results underscore the insufficiency of current miti-
gation measures against the misuse of LLMs in spreading
harmful health misinformation.

4.3.4 Impact of Al-generated misinformation

A total of seven studies reported in two articles (Kim et al.
2023; Spitale et al. 2023) empirically tested the impact of
Al-generated misinformation. Across six experiments, Kim
et al. (2023) examined the impact of incorrect information
from ChatGPT on travelers’ acceptance of Al-generated rec-
ommendations. When ChatGPT provided incorrect infor-
mation, visit intentions declined, even with explicit error
reminders (Study 1). This effect persisted across different
participant pools and without explicit reminders (Study 2A,
2B). The impact of misinformation was reduced when it
appeared earlier in a list (Study 3). Prior exposure to incor-
rect information negatively influenced subsequent decision-
making, particularly when within the same domain (Study
4), though this effect diminished when participants focused
on selecting an option rather than evaluating accuracy
(Study 5). Collectively, these studies highlight the potential
of Al-generated misinformation to mislead consumer deci-
sions as well as conditions that alleviate and exacerbate the
harmful effects.

Furthermore, Spitale et al. (2023) examined the extent
to which LLMs such as GPT-3 can inform and misinform
the public on important health, science, and environmen-
tal issues. In an experiment where real Twitter users were
exposed to accurate information and disinformation in
tweets generated by GPT-3, it was revealed that GPT-3 is a
double-edged sword: it produces accurate information that
is easier to understand than human-written content but also
generates disinformation that is more compelling and harder
to detect. Participants were better at recognizing disinfor-
mation in human-written tweets than in Al-generated ones,
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while they found Al-generated accurate tweets more cred-
ible than human-written accurate tweets. Notably, humans
struggled to differentiate between Al-generated and human-
generated tweets, often performing no better than random
guessing. These results indicate both the risks and potential
of Al-generated text, emphasizing that Al-generated misin-
formation may be even more harmful than misinformation
created by humans.

4.3.5 Comparative performance of LLMs
across misinformation tasks

Supplementary Table S2 provides a comparative synthesis
of LLMs reviewed in this study, summarizing their relative
performance across misinformation-related tasks, including
detection, generation, and mitigation. ChatGPT-4.0 emerged
as a consistent top performer in both detection (Deiana et al.
2023; Wang et al. 2023) and resistance to hallucinations
during content generation (Mclntosh et al. 2023). However,
Google Bard outperformed ChatGPT-4.0 in specific evalua-
tion contexts. Google Bard demonstrated superior accuracy
and public health alignment in fact-checking scenarios with
more accessible and practical responses (Garbarino and
Bragazzi 2024). Bard also demonstrated stronger mitiga-
tion performance in politically sensitive contexts, including
a greater likelihood of including disclaimers or debunking
(Makhortykh et al. 2024). Notably, Poe (powered by Claude
2) was the only model to consistently refuse disinforma-
tion generation across all timepoints and topics, including
jailbreak attempts (Menz et al. 2024), indicating the strong-
est safeguards. Several studies emphasized the influence of
prompt type and context on LLM performance. For example,
Deiana et al. (2023) found that contextual prompting signifi-
cantly improved misinformation detection accuracy. Kumar
et al. (2024) demonstrated that model accuracy depended on
the type of prompt (zero-shot vs. few-shot), with zero-shot
tasks generally yielding higher performance. The exclusion
of sentiment and emotion features further improved detec-
tion accuracy.

5 Discussion

This review examined the empirical landscape on the role
of generative Al in the generation, detection, mitigation,
and impact of misinformation. Across 24 studies published
between 2023 and 2024, the findings present a complex and
at times contradictory portrait of LLMs. These tools simul-
taneously pose risks as powerful misinformation generators
and offer promise as scalable instruments for detection and
correction. This duality underscores the urgent need for
clearer guardrails, more consistent performance standards,

and interdisciplinary collaboration to shape their responsible
deployment.

5.1 Key findings

This review identifies four core insights regarding generative
AT’s role in the misinformation ecosystem. First, LLMs can
generate highly credible misinformation, particularly when
personalized or tailored to user identities (Gabriel et al.
2024; Kim et al. 2024; Menz et al. 2024). Second, LLM-
based detection is consistent: accuracy varies by prompt
phrasing, domain, and language, with weaker performance
in culturally contested or non-English contexts (Deiana
et al. 2023; Kumar et al. 2024; Wecel et al. 2023). Third,
while mitigation strategies show promise but remain frag-
ile. Personalized corrections can improve discernment, yet
misalignment with user identity or ideology may backfire
(Gabriel et al. 2024), while model safeguards are neither
durable nor uniformly effective (Menz et al. 2024; Wecel
et al. 2023). Finally, Al-generated misinformation influences
attitudes and decisions (Kim et al. 2023; Spitale et al. 2023).
Together, these findings reveal generative AI’s dual potential
to both exacerbate and mitigate misinformation, and under-
score urgent needs for robust evaluation, contextual sensitiv-
ity, and regulatory oversight.

5.2 Theoretical implications and future directions

This review advances theoretical understanding of gen-
erative AI’s role in the misinformation ecosystem by fore-
grounding the concept of epistemic ambivalence—the
potential of Al to simultaneously construct and erode public
knowledge. Such duality calls for a more critical lens on
the epistemic authority of Al systems, particularly as they
become central intermediaries in domains such as health,
science, and politics. Drawing from sociotechnical systems
theory (Kudina and van de Poel 2024), AT must be examined
not merely as a technical artifact, but as a socially embedded
system entangled with broader sociocultural, institutional
norms, and communicative ecologies. Misinformation in
LLMs, in this perspective, emerges from this entanglement,
the interplay between technological design, socio-political
context, and user interpretation. The “machine heuristic”
further illustrates the epistemic risks, as users often over-
trust Al outputs, especially when linguistically fluent or
identity-congruent, thereby reinforcing motivated reason-
ing and reducing the likelihood of critical scrutiny. These
findings resonate with prior work on misinformation vulner-
ability (e.g., Lewandowsky 2023; Pérez-Escolar et al. 2023),
extending into the context of generative Al. This review
helps position AI misinformation scholarship within a more
interdisciplinary framework, calling for further integration
of psychological and sociotechnical perspectives.
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Building on these implications, future research should
prioritize methodological rigor, contextual relevance, and
global applicability. First, standardized benchmarks and
protocols are needed for evaluating generative Al’s perfor-
mance in misinformation. The absence of shared datasets,
task definitions, and reporting standards hampers compara-
tive assessments across studies. Just as computer vision
research relies on common image datasets, Al misinfor-
mation studies would benefit from shared corpora, evalua-
tion metrics, and reporting guidelines. Second, researchers
should explore how generative Al interacts with individual
differences, including need for cognition, digital literacy,
machine heuristics, political ideology, or cultural orienta-
tions. Understanding these dynamics is crucial for design-
ing tailored and ethically responsible interventions. Third,
research must expand beyond Western contexts. Current
evidence remains Western-centric, with limited representa-
tion from Southern Asia, Africa, South America, and non-
English contexts. Cultural context plays a crucial role in how
people perceive, believe, and spread misinformation, as well
as perceptions of Al, but it remains unclear whether LLMs
perform similarly in non-Western settings or when trained
and evaluated in different languages and sociopolitical envi-
ronments. Fourth, longitudinal and real-world studies are
needed. How does repeated exposure to Al-generated con-
tent shape attitudes, knowledge, and behaviors over time?
What safeguards remain effective as users become more
familiar with or skeptical of Al-generated messages? And
how do these dynamics vary across platforms, cultures, and
media environments? Importantly, studies should assess
diverse domains—including health, elections, science, and
finance—to better understand how generative Al performs in
high-stakes misinformation contexts. Finally, research must
attend to the structural drivers shaping Al development and
deployment—including training data, corporate incentives,
regulatory oversight, and democratic accountability. Other-
wise, interventions may treat symptoms while leaving root
causes unexamined.

5.3 Practical recommendations

We outline key practical recommendations for researchers,
developers, and policymakers. First, standardized detec-
tion protocols must be developed to address inconsisten-
cies across prompts, topics, and platforms. These protocols
should be evaluated with adversarial prompt testing and
include benchmarks for prompt sensitivity, using multilin-
gual, multicultural, and domain-diverse datasets that reflect
the global information environment, beyond English-lan-
guage and Western-centric content. Second, safety guardrails
require continuous validation and longitudinal monitoring.
Evaluations should be documented publicly, with transpar-
ent reporting of failures and updates in safety performance.
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Third, user-facing safeguards should be considered to pro-
mote critical engagement with Al outputs, including inter-
face-level cues, such as warning labels or fact-check toggles.
Fourth, scalable content attribution tools, such as digital
watermarking, embedded metadata, or Al-generated con-
tent labels, should be adopted across platforms to enhance
transparency and mitigate the spread of Al-generated mis-
information. Lastly, policymakers and institutional actors
must establish and enforce shared standards for content prov-
enance, safety audits, and jailbreak prevention. Regulatory
oversight, coupled with cross-sector collaboration among
industry, academia, and civil society, is essential to ensure
that generative Al systems align with democratic values and
serve the public interest.

5.4 Limitations

Several limitations should be acknowledged. First, our inclu-
sion criteria focused on publicly available generative Al
systems, excluding highly customized or proprietary mod-
els. Future reviews might expand the scope to include both
commercial and non-commercial models to capture a more
complete picture of the technological landscape. Second,
although the review identifies broad themes and trends, it
does not quantify effect sizes or aggregate findings statisti-
cally. Given the diversity of research designs and outcome
measures, a scoping review was appropriate for mapping the
field, but it limits the ability to make comparative or evalu-
ative judgments about intervention effectiveness or model
performance. Third, the scope of the review was limited to
studies published in English and retrieved primarily through
Google Scholar. This search may underrepresent certain
fields, non-English languages, or less prominent venues.
Most reviewed studies were conducted in North America,
Europe, and Australia, with limited representation from
Asia, Africa, or South America. This geographic concen-
tration introduces a Western-centric bias, raising concerns
about the global generalizability of the findings. Finally,
claims about the impact of Al-generated misinformation
are largely based on a narrow set of experimental studies,
many centered on travel-related contexts (e.g., Kim et al.
2023). These insights are valuable but may not generalize
to broader domains.

6 Conclusion

This review underscores the paradoxical role of genera-
tive Al in the misinformation ecosystem. On the one hand,
LLMs have demonstrated a remarkable capacity to gener-
ate and personalize misinformation at scale, raising serious
concerns for public trust and democratic resilience. On the
other hand, they offer new tools for detection, correction,
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and prevention—tools that, if properly developed and gov-
erned, could serve as a bulwark against the very threats they
help create. Navigating this tension will require not only
continued empirical research but also thoughtful, multidisci-
plinary engagement with the broader sociotechnical systems
in which generative Al operates.
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